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Abstract—In this letter, an advanced design of an
electromagnetic interference detector for wired communication
channels is proposed and analysed. A Monte-Carlo based
simulation framework is used to evaluate the performance of
the EMI detector under harsh electromagnetic environments.
Based on this analysis, it is concluded that the proposed advanced
EMI detector works effectively as long as the two involved data
transmission lines are sufficiently close to each other.

Index Terms—EMI, EMC, Electromagnetic Resilience,
Risk Management, Bit Error Detection

I. INTRODUCTION

Sophisticated applications such as autonomous vehicles,
Industry 4.0 and the Internet of Things (IoT) heavily

rely on complicated electric, electronic or programmable
electronic (E/E/PE) devices and require particular focus on
the dependability of the internal communication channels.
IEEE Std 1848-2020 [1] proposes many hardware- and
software-based techniques to reduce the risks related to the
impact of bit errors induced by electromagnetic disturbances
(EMDs) in such communication channels [2], [3]. Recent
research has demonstrated that these hardware and software
techniques can be quite effective, but specific scenarios
have also been revealed in which their performance is
still inadequate for safety-critical applications. Therefore,
additional techniques and measures have to be added to reduce
risks even further [4].

There was a need to develop a device that could detect
the presence of an EMD in a communication channel along
with its impact on the transmitted data over that channel.
Existing electromagnetic interference (EMI) sensors detect the
presence of an EMD regardless of its impact on the system.
Examples of these include detectors for intentional EMI [5],
an antenna-based Ultrawideband EMD detector [6] and field
strength probes to estimate the EM field strength [7]. However,
only detecting the presence of an EMD can be problematic
for a safety-critical system that requires high availability, as
there are cases when EMD is present but it is not causing
any actual interference within the communication channel.
Indeed, a typical reaction to the detection of an EMD would
be to switch the system to a minimum risk state or safe state,
which in many cases would mean that the system is shut
down to avoid fatal errors. However, one doesn’t want this
to happen too often unnecessarily as this significantly reduces
the system’s availability.
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Software-based techniques, primarily error detection codes
(EDCs), are currently used for bit error detection due
to EMI, as mentioned in IEEE 1848-2020 [1]. However,
they necessitate redundant data transmission and additional
computation. Furthermore, EDCs need the transmission of data
blocks to detect bit errors, adding a significant delay to the
system. In [8], a comparator-based design was proposed. It
uses a simple comparator to detect bit errors due to EMI
in an inverted pair of data transmission lines. However, an
in-depth analysis revealed that this comparator-based detector
failed to detect when EMI inverts the transmitted data in both
data transmission lines [4]. Therefore, a new design of an
EMI detector based on an Adder and Subtractor (A&S EMI
detector) was proposed in [4]. This design also employed an
inverted pair of data transmission lines but used both the
sum of and difference between the voltages at the receiver
end to judge about the occurrence of EMI. The detector’s
performance in [4] and [9] was significantly better than the
comparator-based design in [8]. However, it still failed to
detect bit errors caused by EMI when the frequency of the
EMD happened to be equal to or close to an integer multiple
of the EMI detector’s internal sampling frequency. In [10], it
was proposed to combine the A&S EMI Detector with field
strength probes, but the exact placement of these field strength
probes for optimal performance is challenging. Therefore,
this solution might not be so practical, especially when the
communication channel is electrically long.

This letter proposes the design of an Advanced EMI detector
that aims to detect bit-wise disturbances in the transmitted
data due to EMI in all possible scenarios. The remainder of
this letter is organized as follows. Section II discusses the
theoretical principles behind the design of the Advanced EMI
detector. Section III assesses the performance of the Advanced
EMI detector. Finally, Section IV draws concluding remarks.

II. DESIGN AND WORKING PRINCIPLE

The design of the Advanced EMI detector is proposed
in Fig. 1. It receives a signal from the reciver end of an
inverted pair of data transmission lines. To determine the
presence of EMI, the Advanced EMI detector processes the
received samples and aims to generate a warning when an
EMD actually disturbs the transmitted data. The Advanced
EMI detector oversamples each bit three times and uses the
worst-case sample, i.e., the one with the largest induced
voltage, to determine if a warning needs to be raised. The
overall design uses the Adder-part of the A&S EMI detector
and also adds a phase shift in the Adder-part to a second
detector channel.

In our study, the data is transmitted using unipolar
Non-Return-to-Zero-Level (NRZ-L) encoding, where a binary
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Fig. 1: Block Diagram of the Advanced EMI Detector

’1’ is represented by 0.5 V and a ’0’ by 0 V. Both the data and
inverted data transmission lines transmit the data with a fixed
frequency fBIT. The receiver Rx samples the received bit in
the middle of the bit and decodes voltages higher than 0.33 V
as ’1’, lower than 0.16 V as ’0’. If a voltage is between 0.16
V and 0.33 V the bit is automatically considered as a bit-error
in our study (worst-case analysis).

The Advanced EMI detector aims to determine whether or
not a received signal has been disturbed by an EMD. For this
purpose, it uses two circuits called the Adder and the Adder
with a phase-shift, as shown in Fig. 1. In general, when EMI is
not present, the sum of voltages from data and inverted-data
lines is equal to a constant VDC. The DC blocker removes
the constant voltage VDC and the rectifier rectifies the residual
signal, which may be zero volts. However, in the presence of
EMD, the sum of voltages from both lines is not equal to the
constant VDC. The DC blocker subtracts the constant VDC and
the remaining difference in voltage is further rectified. The
Advanced EMI detector generates a warning if the rectified
voltage is greater than a pre-defined threshold voltage V det

thresh.
If there is a negligible distance between two data

transmission lines, the phase difference φ between both lines
is almost zero, and an EMD will induce an equal voltage
in both data transmission lines and the Adder would very
efficiently detect the presence of an EMD in these cases.
However, practically it is not possible to have two co-located
data transmission lines. Hence, there will always be a phase
difference between both transmission lines. For large phases
differences, the Adder might fail to detect EMI. The phase
difference of EMD-induced voltages can induce voltages of
opposite polarity in data transmission lines. The simple Adder
fails to detect when the sum of opposite-polarity voltages is
less than the pre-defined threshold voltage V det

thresh. Since the
polarity of the EMD induced voltage is a function of its
phase, shifting the phase of the added voltage can also shift
the sum so that it is greater than V det

thresh, thereby eliminating
the possibility of a failed detection. Therefore, a phase-shifter
is added to shift the sum of the signal from both data
transmission lines. In most cases, the frequencies of the EMD
are unknown; thus, a phase shifter for the range of unknown
frequencies can be implemented using the concepts of a
frequency-independent phase shifter given in [11], [12].

Overall, the Advanced EMI detector processes the signal
twice, with and without the phase-shift. In this letter, zeros
of a sinusoidal signal are shifted to the maxima by adding a
90◦ phase-shift. Fig. 2 illustrates the impact of introducing a
phase shift to a time domain signal. The analysis reveals that

by shifting the phase of an undetectable signal at the sample
points, the signal can become detectable. However, when there
is a very large phase difference, i.e., more than 90◦, the sum of
the EMD induced voltages between the data transmission lines,
even with a phase-shift, may remain lower than the pre-defined
threshold voltage V det

thresh, and the detector may fail to generate
a correct warning.

Fig. 2: EMD Induced voltage, with and without phase-shift

The Advanced EMI detector will generate a warning
when the processed EMD induced voltage, with or without
phase-shift, is greater than the pre-defined threshold voltage
V det

thresh at any of sample points over one bit. The overall design
generates a warning when either the Adder with or without
phase-shift has been triggered.

III. PERFORMANCE EVALUATION

The performance of the Advanced EMI detector is
analysed in a reverberating EM environment using the
Monte-Carlo-based simulation framework, previously used in
[13]. This incorporates a large number of occurring reflections
comparable to a reverberation room.

a) Geometry Under Study: The study is performed using
a well-defined geometry of data transmission lines as shown in
Fig 3. A single PCB with dimensions of 10 cm by 16 cm and a
thickness of 1.6 mm is used for the analysis. The PCB uses an
FR4 substrate, and the bottom layer is covered with a complete
ground plane. The PCB uses two data transmission lines, and
both are 3 mm wide, having a characteristic impedance of 50
ohms. The distance between the parallel traces is 10 mm from
centre to centre.

Fig. 3: Geometery of the PCB Design

b) Simulations: The finite difference time domain
(FDTD) solver from Keysight Technologies’ PathWave is
used to perform the full-wave simulations in this letter. All
post-processing analyses were carried out utilizing an in-house
developed simulation framework. The applied EMD in the
simulation framework replicates a reverberating environment
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and incorporates a large number of reflections comparable to
a reverberation room environment. The simulation framework
incorporates the induced voltages due to an incoming EMD,
as well as the signal integrity of the data transmission lines.
The S-parameters between the transmitter and the receiver
take into account the actual response of the data transmission
lines, including characteristic impedance, resonances, time
delay from one end to the other, and mutual coupling between
data transmission lines [14]. In the simulations, 100 random
bits are transmitted through the data transmission lines. The
rise and fall times of the bit transitions have been adjusted
to 0.1 nanoseconds. A reverberating environment is modeled
by N=200 superimposed plane waves, each with a random
polarization and angle of arrival. The superimposed waves
require a normalization, so field strength is normalized by
EN = E0/

√
N [14]. To account for the statistically changing

characteristic of a reverberating environment, simulations are
repeated for M=10000 distinct sets of such plane waves.
The design of the Advanced EMI detector is implemented in
Python, which acquires the transmitted signal from the receiver
end of the data transmission lines. Each bit is sampled multiple
times, i.e., 360. The samples are delayed according to the
EMD frequency to attain the 90 degrees phase shift for the
EMD induced voltage.

The impact of the EMD induced voltage on the transmitted
data is always dependent on the voltages used for the
transmission of data. Therefore, the EMI detector’s response
is analysed by using a Signal-to-Interference ratio (SIR). The
SIR is defined as the ratio between the root mean square value
of the actual signal and a root mean square value of the EMD
induced voltage, i.e, SIR = 20 · log10

(
V RMS

BIT /V RMS
EMD

)
.

In the simulation framework, the SIR is calculated by using
the average RMS induced voltage for a particular incident field
strength. This is done by first evaluating the RMS induced
voltage for each reverb waveform. Afterwards, the average
RMS induced voltage is calculated by averaging it for M
waveforms. The analysis is performed at different frequency
ratios, which can be defined as the ratio of an EMD frequency
to a bit frequency, i.e., fratio = fEMD/fBIT

1) Results: This subsection shows the results of the analysis
performed to evaluate the Advanced EMI detector. The
condition assessment definitions introduced in [15] are used
to analyse the performance of the Advanced EMI detector.
These definitions are used to classify the received signal
based on its impact on channel health and the system. These
definitions classify the response of the EMI detector as Data
True Positive (DTP), Channel True Positive (CTP), Data False
Positive (DFP), Channel False Positive (CFP), Channel True
Negative (CTN), and Channel False Negative (CFN). In the
results, ideally, the percentage of DTPs (green region) should
be as high as possible because in these the strength of the
EMD is not high enough to disturb the transmitted signal and
the EMI detector does not generate a warning. The occurrence
of DFPs (yellow region) should be as low as possible as
they compromise availability. They appear when the EMD
is present but not strong enough to disturb the transmitted
data, and the EMI detector still generates a warning. In the
presence of EMI, CFPs (orange region) and CTNs (salmon

region) should occur as these are the cases when EMD can
disturb the transmitted data and the EMI detector generates a
warning. On the other hand, CFNs(red) should not be present
as they cause safety risks. They occur when an EMD corrupts
the transmitted data, but the EMI detector fails to generate a
warning.

Fig. 4 shows the response of the Advanced EMI detector
for the EMD frequency equal to the bit frequency of 500MHz,
representing fratio = 1. It can be observed that bit error
rate (BER) increases as SIR decreases, and the Advanced EMI
detector detects EMI across the entire SIR range.

Fig. 4: Response of the EMI Detector at fEMD = 500 MHz and
fBIT = 500 MHz, distance between data transmission lines =
10 mm

In addition, an analysis is performed for the fratio=3,
in which a bit frequency of 166.666 MHz and the EMD
frequency of 500 MHz is used. Results in Fig. 5 shows that
the Advanced EMI detector can detect EMI at frequencies
multiple of the sampling rate. The A&S EMI detector given
in [4] was not able to detect EMI for some cases at fratio=3.

Fig. 5: Response of the EMI Detector at fEMD = 500 MHz
and fBIT = 166.666 MHz, distance between data transmission
lines = 10 mm

Enlarging the distance between data transmission lines at
the same EMD frequency or increasing the EMD frequency
while keeping the distance between data transmission lines
constant can increase the phase difference of EMD-induced
voltage in data transmission lines. Therefore, in order to
analyse the response of the Advanced EMI detector when the
phase difference of an EMD induced voltage between data
transmission lines is substantial, the distance between data
transmission lines is increased from 10 mm to 40 mm at the
same EMD frequency as used in Fig. 5. The results in Fig. 6
show that the Advanced EMI detector fails to detect EMI in
some cases.
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Fig. 6: Response of the EMI Detector at fEMD = 500 MHz
and fBIT = 166.666 MHz, distance between data transmission
lines = 40 mm

Furthermore, the impact of distance between the data
transmission lines on the performance of the A&S and the
Advanced EMI detector is analysed. This analysis is performed
for fratio=3, N = 200 and M = 1000, as given in Fig. 7.
The results show the total percentage of CFNs for the same
SIR range as in Fig. 4-6 The results show that the A&S
EMI detector generates CFNs when the distance between
data transmission lines is increased from 4mm to 6mm.
The distance between data transmission lines and the phase
difference of the EMD induced voltage is directly proportional.
Therefore, the number of CFNs rises as the distance increases.
On the other hand, the Advanced EMI detector does not
generate CFNs until the distance between data transmission
lines is greater than 26mm. Overall, the findings demonstrate
that when the distance between data transmission lines is not
very large, the Advanced EMI detector can be used effectively.

Fig. 7: Response of the EMI Detector at fEMD = 500 MHz
and fBIT = 166.666 MHz, distance between data transmission
lines increased from 4 mm to 30 mm

IV. CONCLUSION

This paper proposes the Advanced EMI detector that can
detect bit errors due to EMI in closely placed data transmission
lines. The primary aim of the design of the EMI detector is to
eliminate CFNs since this is a top priority in terms of safety.
This is achieved by using an additional phase-shift block along
with the Adder.

The design is assessed under a harsh EM environment by
using a Monte-Carlo based simulation framework. The results
show that the newly proposed Advanced EMI detector can
detect EMD induced bit errors in all considered cases, meaning
that no CFNs occur as long as the two data transmission
lines are sufficiently close to each other, i.e., an EMD is not

inducing a voltage with a very large phase difference between
data transmission lines (more than 90 degrees). In contrast,
the previously proposed A&S EMI detector did suffer from
CFNs for specific values of the ratios between the EMD’s
frequency and the bit frequency, even for the closely spaced
data transmission lines.
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